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SYSTEM 
COMPONENT PURPOSE

Single Entry 
Point

Main gateway for all incoming 
system requests.

Authentication & 
Authorization

Manages user login and access 
control.

Queue Manager Handles task queuing for 
asynchronous processing.

Integration 
Manager

Handles data coming in various 
formats.

Processing 
Manager

Orchestrates data processing 
workflows.

STORAGE 
COMPONENT PURPOSE

External 
Metadata DB External metadata repositories.

External RDF 
Triple Store DB External repositories for semantic data in RDF format.

ECHOES 
Metadata DB Internal metadata repository.

ECHOES RDF 
Triple Store DB Internal repository for semantic data in RDF format.

User Personal 
Space Stores user-specific data, drafts and personal resources.

Queue DB Holds task queue data for asynchronous processing.

Logging DB Stores system and operational logs for auditing and debugging.

CLOUD COMPONENT PURPOSE

Monitoring Component Monitors system health, performance, and availability.

Control Plane Central management layer for cloud infrastructure and orchestration.

Resource Manager Allocates and manages computing and memory resources.

Node Manager Oversees the operation of individual compute nodes or containers.

Security Management Ensures data and system security (e.g., encryption, access control).

High Availability Management Maintains system uptime and fault tolerance.

CI/CD Pipeline Automates the process of integrating, testing, and deploying code.
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Timeline for the ECHOES Infrastructure
What can be announced externally  

JUNE 2025

THE ECHOES ARCHITECTURE 
OVERVIEW

That answer questions:
•	 How and where the data  

will be stored?
•	 Where users will go  

to send /process their data? 
•	 Will user be able to operate  

on data and save drafts?
•	 How modular / scalable  

the system is?

NOVEMBER 2025

LIST OF SUPPORTED DATA FORMATS 
AND CORRESPONDING DATA 
HARVESTING PROTOCOLS

That answer questions:
•	 Is my data in the right format?
•	 How do I need to update  

my data now to make sure  
it will be ready to be processed  
by ECHOES?

•	 How modular / scalable  
the system is?

FEBRUARY 2026

DETAILS OF APIS AND TECHNICAL 
INTEOPERABILITY DESIGN 

That answer questions:
•	 How will I be authorized  

to enter the system?
•	 What the parameters in APIs 

would look like?
•	 Are there any limits when  

it comes to ingesting  
or processing data?
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